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APPENDIX F

IPB FOR THEATER MISSILE DEFENSE (TMD)

A good IPB is essential if the operators are to understand how the threat is likely to operate, to get sensors in the most effective configuration and to react to subtle TM activity indicators. The IPB information helps sort out real TM information from the distracting background traffic.
- Joint Theater Missile Defense 

Attack Operations Test Force, 1997

THEATER MISSILE DEFENSE 

The application of TMD IPB process helps the commander and staffs selectively apply and maximize combat power at critical points in time and space within the battlefield.  Applied properly TMD IPB provides for the timely and effective suppression and/or destruction of an adversary’s TM force while minimizing the use of friendly assets for the TMD mission.  This effect provides a method of force protection from an adversary’s TM force and predictive analysis in developing COAs regarding the unique elements of TM RDT&E and production, operational infrastructure including fixed and deployed forces across the battlefield (Figure F-1).   
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      Figure F-1.  IPB and TMD relationship.

The TMD TTP objective is to address unique aspects of the TM threat.  These include:

· The threat may range across strategic, operational, and tactical levels of war.

· Theater wide operations potential.

· Large non-linear geographic extents for adversary operations.

· Highly mobile target set.

· Non-continuous, non-linear, and asymmetric in time and space adversary operations.

· Easily concealable units.

· Small unit movement patterns.

· Geopolitical implications.

· Capability to employ weapons of mass destruction (WMD).

· Significant impact on a wide array of friendly operations.

· Direct contact with friendly forces is not required for an adversary to conduct TM operations.

· A highly diversified target system including: infrastructure, movement, and highly mobile tactical target elements.

TMD MISSION AREAS

TMD operations incorporate several missions simultaneously that include:

Active Defense – The role of active defense operations is to protect selected assets and forces from attack by destroying TM airborne launch platforms and/or TMs in flight. Active defense must consist of defense in depth against all classes of TMs. When destruction of the TM launch platform prior to launch is not possible or successful, TMs should be engaged by all means available throughout their entire flight profile. Defense in depth provides multiple opportunities to negate the TMs with differing capabilities, also increases the probability of kill ratio, and prohibits the enemy from being able to counter the defensive system with a single technique.  Active defense also includes those actions that mitigate the effectiveness of targeting and delivery systems through EW against remote or onboard guidance systems.

Passive Defense – Passive defense is necessary to provide essential individual and collective protection for friendly forces, population centers, and critical assets.  Passive defense measures should be planned whenever US forces might face a TM threat.  By examining various combinations of TM warhead accuracy and effects, numbers of available missiles, and the threat targeting process, the likelihood and timing of an attack may be predicted and passive measures selected for employment before, during, and after a TM attack.

Attack Operations - Attack operations are characterized by offensive actions intended to destroy and disrupt enemy TM capabilities before, during, and after launch. The objective of attack operations is to prevent the launch of TMs by attacking each element of the overall system, including such actions as destroying launch platforms, ISR platforms, C4I nodes, missile stocks, and infrastructure.  Attack operations also strive to deny or disrupt employment of additional TMs that may be available to the threat. The preferred method of countering threat TM operations is to attack and destroy, or disrupt TMs prior to their launch.  Attack operations is not a mission in itself, but a way of characterizing those offensive attacks against launch platforms and supporting infrastructure, including logistics.  Attack operations can be preemptive or reactive as part of counter air, strategic attack, interdiction, fire support, maneuver, anti-surface warfare, strike warfare, amphibious operations, or special operations.  A sustained effort is required to reduce the threat’s TM capability and involves the execution of mutually supporting tasks.  The detection, acquisition, identification, tracking, and attack tasks are highly dependent on a near-real-time C4I process and rapid targeting capability.  Attack operations are challenging because TM systems are generally hard to detect since they will normally be dispersed, mobile, electronically quiet, and redundant.

Battle Management (BM)/C4I – The BM/C4I mission focuses on tasking resources to attack those targets supporting the attack, and providing CA and BDA after the attack.  This process must support simultaneous offensive and defensive operations against adversary TMs throughout their life cycle in an operation.  C2 for JTMD operations is the exercise of authority and direction by commanders over forces assigned to JTMD missions.  C4I for JTMD missions must be accomplished using joint and service C4I systems and resources efficiently to ensure integration with other operational functions and to optimize the use of scarce resources.  The C4I system links passive defense, active defense, and attack operations to provide timely assessment of the threat (to include IPB); rapid dissemination of tactical warning; and mission assignment, targeting data, and post strike assessment to the appropriate JTMD element.  For each operational element, the C4I system must provide rapid communications among intelligence assets, the fusion and decision-making facilities, warning systems, and weapon systems, to include a capability for rapid coordination with supporting combatant commanders.  Space assets are critical to passive defense, active defense, and attack operations because they provide launch warning, launch point prediction, threat type determination, impact point prediction, weapon systems cueing, communications, and related intelligence. 

DEFINE THE BATTLEFIELD ENVIRONMENT

STEP 1:  DEFINE THE BATTLEFIELD ENVIRONMENT

Levels of Objectives – TMD objectives can be broadly classified into three areas:  national, theater, and component.  Each level down normally becomes more specific (Table F-1).

National Objectives
Theater Objectives
Component Objectives

Achieve the immediate, complete, and unconditional withdrawal of Iraqi forces from Kuwait
Neutralize Iraqi leadership
Destroy leadership’s military command and control



Disrupt leadership’s ability to communicate with populace


Gain and maintain air superiority
Destroy all radar controlled surface-to-air threats



Establish air supremacy in the Kuwait Theater of Operation (KTO)


Sever Iraqi supply lines
Prevent the resupply of Iraqi ground forces



Destroy key electrical grids and oil storage



Limit military resupply capability


Friendly Force Protection
Disrupt and attrit Iraqi ballistic missile operations

Remain committed to the restoration of security and stability of the Arabian Gulf
Destroy Republican Guards
Disrupt and attrit Republican Guard forces


Destroy Iraq’s chemical, biological, and nuclear capability
Destroy Iraq’s chemical, biological, and nuclear production capability



Destroy Iraq’s chemical and biological ballistic missile delivery means


General population protection
Provide active and passive defense against Iraqi ballistic missiles


Limit Israeli involvement
Disrupt and attrit Iraqi ballistic missile operations

Restore Kuwait’s legitimate government
Liberate Kuwait City with Arab forces
Provide close air support to ground troops as needed

Note: This table represents a partial listing of the Perian Gulf War objectives and is not meant to be all inclusive.

Table F-1.  Persian Gulf War Objectives – Example

· National Objectives - The NCA is responsible for setting national objectives usually very broad and generally outline the overall desired outcome of the operation.  It is vital that these objectives be defined before any military activity occurs because they will determine the COA. 

· Theater Objectives - The theater Commander is responsible for the theater objectives often involving all forces in the theater and broad in scope.  They frequently are embedded in operations plans or contingency plans.  These plans normally specify the threat, forces available, commander’s concept of operations, and specific command objectives.  These may be individually analyzed or collectively rolled into COA.

· Component Objectives – To accomplish the objectives of the theater Commander, component commanders develop plans for the employment of forces.  Commanders base the objectives on the overall role of the command, the assigned mission(s), the resources available, the characteristics of the threat, and the military characteristics of the AO (Figure F-2).   Components normally supplement operation and contingency plans.

Relationship of Objectives – The different levels of objectives are all intertwined and should not have conflicting objectives among the components.  The TMD IPB developers must be cognizant of all objectives.

Measureable Objectives – Measurable, defintive objectives must be given or derived from the guidance provided.  A good objective must be understandable, require action, be attainable, allow some room to reach the solution, and provide criteria for use in measuring both progress and effectiveness.
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Figure F-2.  TMD AO and AOI Assessment Process.

AREA OF OPERATION – TMD AO becomes an issue of which operational area is being addressed.  The AO is the geographical area where the command, component, or functional element of the TMD assets, is assigned the responsibility and authority to conduct military operations.  Identifying the limits of the TMD AO within the Command’s AO is necessary to provide the focus required for TMD IPB.  The AO for TMD operations is derived from the DAL, OPLAN, OPORD, CONPLAN, and/or CONOPS. The TMD AO generally includes ground, sea, and airspace over the area occupied by friendly forces reachable by adversary TM forces and is limited by the maximum attack depth of TMD attack operations assets available to the Commander.
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AREA OF INTEREST - AOI will encompass the supported commander’s AO and any country or entities that has the ability to use or control space assets in relation to the supported commander’s mission TMD AO and AOI.   The TMD AOI is the assessed area from which information and intelligence are required to permit planning or the successful conduct of the TMD mission which is not associated with active defense (Figure F-3), passive defense, and/or attack operations AO’s.  The limits of the TMD Composite AOI are based on the ability of the adversary to project power or move adversary TM forces into the TMD AO.  Geographical locations of other activities (for example terrorists) or characteristics of the environment that might influence COA’s or the Commander’s decisions are also considered.  Since the limits of the TMD Composite AOI are based on threats to mission accomplishment rather than strictly terrain considerations, they might cross into other countries.  For example, if political developments in a neutral country might influence the accomplishment of the command’s mission, that country should be included. 




      Figure F-3.  TMD active defense example AO/AOI.
DESCRIBE THE BATTLEFIELD’S EFFECTS

STEP 2:  DESCRIBE THE BATTLEFIELD’S EFFECTS

WEATHER

Weather analysis evaluates the weather’s direct effects on adversary TM force operations.  Terrain and weather analysis are inseparable.  Three types of weather assessments are needed to support TMD IPB:

· Climatology - Climatology assessments are statistical weather data collected or calculated for an area.

· Current - Current weather assessments are used to support active missions and operations.

· Forecast Weather -  Weather forecast assessments are used for mission planning and TMD IPB development out to five to seven days in the future.

Climatology assessments should focus on mean weather conditions likely to affect peacetime readiness planning phases and/or future adversary TM force operations. Weather parameters favorable to adversary TM force operations are those which obscure observation, such as cloud cover.  Detrimental climatology factors which impede adversary TM force operations include:  precipitation, thunderstorms, temperature extremes, high winds (surface and at flight altitudes), inversion, and humidity.  Examples of possible climate/weather effects on adversary TM force operations are:

· Missile crew efficiency may be reduced, thereby impacting the tempo of operations.

· Technical performance of the missile system and associated support equipment may be adversely impacted by weather conditions, particularly if the adversary is denied access to current meteorological data.

· Adverse weather may provide for adversary tactical exploitation of its effects on friendly TMD.

· Weather impacts the effectiveness and therefore likely use of chemical and biological weapons both negatively and positively.
Weather is considered both in terms of its ability to modify each dimension’s environment and as a separate factor capable of directly effecting military operations. For example, heavy rainfall may modify the land environment by swelling streams and degrading/reducing soil trafficability, but it can also have a direct impact on military operations across the spectrum of all battlespace dimensions by reducing visibility.

TERRAIN ANALYSIS

Due to the inherent mobility of TM systems, terrain plays an important role in assessing an adversary’s TM force.  The focus of terrain analysis is to assess terrain suitability for TM operations based on geography, environment, and the technical characteristics of the TM equipment.  There are two primary objectives of the TMD IPB terrain assessment:

· Identification of potential mobility areas within adversary TM force operational areas.

· Identification of exploited terrain for countering mobile TM operations.
   The best terrain analysis technique for TMD IPB is a combined approach using automated terrain analysis tools, supplemented by reconnaissance, and manual techniques using high-resolution maps and imagery.  Automated analysis facilitates modeling of terrain suitability through a process of developing terrain data layers such as road accessibility, elevation, slope, distance from support sites, etc.   Automated terrain analysis tools also integrate features, that  facilitate movement modeling and locational assessment of mobile targets that are key in assessing TMD.  This process combines analytic assumptions regarding the movement of a target such as speed, direction, destination, and hold times with the inherent terrain suitability analysis described above.


Automated TM terrain analysis is currently limited by three primary factors:

· Data base limitations defining potential TM related operational infrastructure (hide sites, potential launch sites, etc.);

·   Limitations in currently available digital terrain materials (i.e. terrain elevation data, digital features data, digital mapping products, digital road network data, etc.);

·   Difficulty in defining operational restrictions with existing terrain databases and the available resolutions of the data within those databases since TM operations favor use of diverse terrain.
Terrain Analysis and Adversary TM Force COAs.  A primary objective of evaluating terrain effects is the identification of the areas of the battlespace that affect each adversary TM force COA.  For example, evaluations of terrain effects is a major factor in identification of areas best suited for use as:

· Launch Sites / Areas.

· Airfields 

· Ports.

· Fire control sites.

· Hides sites

· Transloading areas.

· Forward Operating Locations.

· Forward Storage Areas.
LEGAL

Legal considerations include treaties, lines of demarcation, ROEs and other considerations.  ROEs, as defined by JP 1-02, are "directives …, which delineate the circumstances, and limitations under which United States forces that will initiate and/or continue combat engagement with other forces encountered."  In other words, ROEs are guidelines that we impose upon ourselves.  For example, during the Korean war theater commanders placed a five mile no-strike target area below the North Korean and Chinese border.  The reason for this was to try to prevent drawing China into the war.  During the Gulf War, one restriction was that damage to the Iraqi economy and its capacity for postwar recovery would be limited.  This rule was put into effect to keep Iraq as a viable nation, thus furthering the national objective of promoting regional stability.

EVALUATE THE THREAT

STEP 3: EVALUATE THE THREAT

Evaluation of the threat involves two main activities:  identifying the adversaries TMD threat capabilities and creating threat models.  There are a wide range of threat TMs currently deployed and available to adversary countries broken down into categories of adversary TM sys​tems defined in JCSP 3-01“Joint Doctrine for Counterair Operations” by range capabilities of:

· Theater ballistic missiles (TBM) with less than or equal to 3,500 km.
· Short range ballistic missiles (SRBM) with less than or equal to 1,000 km.

· Medium range ballistic missiles (MRBM) between 1,000 and 3,000 km.

· Intermediate range ballistic missiles (IRBM) between 3,000 and 3,500 km.

· Sea-launched ballistic missiles (SLBM) with less than or equal to 3,500 km.
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A number of countries possess or are trying to acquire TMs.  These sys​tems provide unique advantages that make them an important threat to U.S. and Allied forces operating against them. The potential threat deployment areas must be assessed (Figure F- 4) to consider the threat advantages in using the various TMs diversity. These include:

· Deep strike capability.

· Ability to avoid many current defense systems.

· Ability to deliver chemical, biological, and nuclear payload.

· Ability to conceal and protect operations.

· Ability to have political as well as military influence on friendly operations.
Figure F-4. TM deployment area assessment.

The TM threat is a complex multi-dimensional intelligence problem.  TMD IPB aims to decompose and correlate the “who, what (equipment and units), where (infrastructure), when, why, and how (operations)” in order to develop potential adversary TM COAs for the operational planning process. Each adversary TM force is equipped, organized, trained, and employed with various degrees of difference.  Many of these differences are relatively minor, while some are more dra​matic.  An example scud temple illustrates the diversification of equipment and operational sections of a forward operating base within a Scud Battalion (Figure F-5).  TMD IPB encompasses all dimensions of the threat.  Due to the gravity of the TM threat, TMD IPB focuses on developing this information to allow for the best possible choice of friendly COAs. 
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Figure F-5.  Example of scud template and distance factors.

Identify the organizational structure, TM force capabilities (Figure L-6), the TMD infrastructure of the adversary, and predictive threat commander’s intent and guidance for force protection.

· When and what to move regarding mission critical equipment = TELs, missiles, warheads, C4I, fuel/oxiders will move first.
· Mission essential equipment = communications support, missile parts/equipment will move second.

· Mission support = Supply vans, sustainment logistics, equipment logistics, will move third, normally. 
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Figure F-6.  General capabilities assessment template.

THREAT MODELS

Threat models result from a detailed study of the adversary TM force. Threat models address both temporal and spa​tial factors of the TM threat.  They include both graphical depictions and text descrip​tions of the threat tactics and employment options. Ideally, threat models are constructed prior to deployment. The construction of threat models can involve in-depth analysis requiring data and expertise distributed throughout national and theater intelligence organizations. Even after deployment, however, the TM threat should continue to be evaluated and the threat TM models updated as required.

Doctrinal templates are tailored to the needs of the TMD mission using them. For exam​ple, the active defense mission requires a template that differs in scope from that con​structed for an attack operations mission. An active defense doctrinal template, for example, would focus on potential and likely TM launch areas, the likely targets for the TMs, raid size, maximum and minimum number of missiles per target, types of war​heads, and so forth.  A top down approach for developing the set of TMD IPB templates is the best approach. Start at the TM force level and work down to the individual TM firing battery.

The primary exception is the case in which an immediate crisis deployment action is required. In this circumstance, if the templates are not available prior to deployment, an immediate effort should be undertaken to develop a minimum subset of the most critical templates for the deploying or deployed TMD unit. Once deployed, the TMD IPB function should update templates with the latest intelligence, as it becomes available.
The following subsections provide a short description of a representative set of doctrinal templates, including attributes, contents, and instructions for production of each. These templates provide a graphic overview of the organizational structure of the adversary TM force and a force level order-of-battle. This will help visualize both the organizational structure and the national down through the lowest TM unit command and control structure. There is no prescribed set of steps to produce these templates. Development is accomplished through use of intelligence databases and integration of expertise from responsible organizations, such as DIA, MSIC, NAIC and NGIC.

Organizational Templates. The objective of organizational templates is to define the composition and strength of the enemy TM force and to define the C4I system used to control those units.
· The first template in this series is a national level organizational structure for the TM force. The organizational structure should delineate the flow of control for both the peacetime and crisis/wartime. Since most countries control TMs as strategic assets, the line of control should begin at the highest level of execution authority in the country, and extend to the lowest TM unit level.  Key individuals’ names and unit designators should be included if available. Other text annotations on the graphic should address issues such as skip echelon communication, unit composition, etc.

· The second organizational template is a graphic depiction of the brigade equivalent level TOE.  Its purpose is to provide a functional representation of the adver​sary TM force, annotate strength in terms of personnel and equipment, and provide detail on specific units assigned at the brigade, battalion and battery equivalent levels. The template should include specific unit designators if known. Locational data may also be annotated.  Construction of this template is hindered by the high level of OPSEC and COMSEC employed by TM units throughout the world, which limits available intelligence.  One of the most important techniques in constructing this template is a detailed imagery review of the adversary TM unit’s home garrisons and supporting depots. The status of those functions and equipment should be identi​fied as confirmed, probable, likely, possible, and doubtful.  In addition, potential modifications, such as a special weapons storage function, being accomplished by an adversary TM force should be considered.  Results should be compiled into a new template representing the current assessment of the particular adversary TM force under analysis.  A separate assessment template should be developed to include the infrastructure assessment of the TM force (Figure F-7).
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The final C4I template should provide a graphical breakout of the operational communications structure from the national level down to the battery execution level. As was the case for brigade equivalent TOE development, a great deal of detail can be provided in some cases.  The important feature of this template is the graphical depiction of communica​tions connectivity throughout the brigade equivalent structure. 

Figure F-7.  TM force infrastructure assessment process.

Equipment Templates. In terms of equipment, a TM force is composed of the missile system, the launcher, fire control, and the ground support equipment. The level of detail of equipment templates can vary significantly depending on the require​ments of the mission, time and depth of the TMD IPB analysis. The purpose of the equip​ment templates is to address composition, strength, logistics and force effectiveness factors in the order of battle analysis. To meet this requirement, a set of quick reference templates should be developed for the most critical data.  More detailed templates may be developed in capabilities and equipment areas.

Missile System. The missile system template provides a quick reference format for key TMD mission parameters.  The quick reference templates are designed to address critical information requirements for the TMD IPB.  Required missile system data will vary between TMD mission areas, but the following is typically desirable:

· Photograph.

· External line drawing with dimensions.

· Internal line drawing with annotations of propellant type and number of stages. 

· Key performance characteristics.
· Warhead data including mass and type.

· Flight trajectories.

· Minimum range, maximum range and  2/3 maximum range.

· Nominal reaction  times, and median in-flight signature data.
MSIC, NAIC, and ONI are responsible for developing detailed missile engineering data, much of which is embedded in the TMD BM/C3 algorithms. MSIC, NAIC, and ONI distribute this data in missile handbooks, detailed systems reports, engineering reference documents and spot reports. Data and missile expertise is also accessible through on-line sources such as INTELINK.

A detailed peacetime IPB may require highly detailed missile design information such as that described in the missile R&D infrastructure discussion in Step 2. As with other detailed missile data, this information can be obtained from published DIRDs or by direct interface with the appropriate intelligence center.

There are two critical analysis areas for TMD IPB, which go beyond the general information requirements covered by the quick-reference missile equipment template. The first area concerns evidence of modified or improved missile system capabilities encountered during the TMD IPB. The second is definition of specific warhead options available to a specific adversary country.

It is virtually certain that an adversary could not develop and deploy a new missile sys​tem for which no previous intelligence data had been observed. However, it is possible that an adversary may be able to integrate modifications or improvements to an opera​tional missile for use during a crisis or conflict that have gone undetected by intelli​gence systems. The primary modification types of concern impact:

· Performance – Changes to the range/payload capability of an existing missile;

· Lethality – Change or development of new warhead options;

· Defense penetration – Changes to the missiles nominal operation, signature or tactical employment. 

Adversary tactics changes are the most likely to be encountered, particularly for defense penetration. Changes to the missile equipment impacting performance or defense penetration are also possible and thus could become critical TMD IPB issues. MSIC, NAIC, and ONI technical expertise should be integrated into the TMD IPB process to address missile technical issues (F-8).

A second important missile consideration for TMD IPB, particularly for the active and passive defense missions, is the specific warhead options available to a country. Specific warhead options are normally defined within the intelligence databases and reference sources supporting the TMD IPB.  However, due to the particular importance of this area for the TMD IPB, the following issues should be considered:

· Has the enemy weaponized nuclear, biological or chemical (NBC) warheads for TMs?

· Does the enemy have multiple warhead options? Which ones are better suited for specific targets?

· Does the enemy have advanced warhead options such as terminal homing or anti-radiation homing?

· Are there any unique employment constraints for a specific country’s warhead systems?
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   Figure F-8.  TMD equipment, unit operations and infrastructure considerations.

Launchers and Ground Support Equipment. A TM force employs a large number of vehicles. It is vital that certain vehicles be analyzed for function, value, mobility charac​teristics, signatures, imagery keys, and other purposes. This will aid in determining HVTs and identifying TM force activity in imagery searches. In some cases such charac​teristics provide visual, IR, and radar recognition guides for attack operations assets.

Template development begins by identifying the TM force vehicle complement.  Time and resources always dictate the scope of the templating. However, the following vehicle types should be considered in the analysis:

· Missile launcher.

· Missile handling equipment.

· Missile checkout equipment.

· Missile support equipment.

Adversary TM Force Infrastructure. There are two basic types of TM-related infrastructure of concern to the TMD IPB process:

· Research, development, test, & evaluation (RDT&E) and production.

· Operational infrastructure.

Known infrastructure typically consists of RDT&E and production facilities, fixed operational facilities, and assessed field operating areas. During this step, infrastructure analysis has the following objectives:
RDT&E and Production. The TM RDT&E and production infrastructure of a country represents a long-term investment in specialized manufacturing, test equipment, and facilities. The objective of TMD IPB analysis against RDT&E and production infrastructure is to provide specialized support to potential strike missions intended to disrupt, degrade or destroy a country’s capability to produce ballistic missile systems. To support this objective, the TMD IPB analyst must identify those elements of the infrastructure which are unique and difficult to reconstitute. Detailed IPB of the RDT&E and production infrastructure should be accomplished during the readiness phase. Analysis of RDT&E and production infrastructure represents a primary function of DIA MSIC and NAIC and requires specialized engineering expertise and databases. When developing a detailed IPB of missile-associated RDT&E and production infrastructure, the following guidelines should be used to perform a comprehensive analysis:

· Draw upon all available intelligence community expertise for definition of system component buildup, associated manufacturing processes, and subsystems with primary impact on operational performance.

· Identify critical nodes within RDT&E and production complexes.

· Manufacturing facilities requiring long lead development time which would be difficult to replace.

· MTCR controlled manufacturing equipment and technology.

· One-of-a-kind or high value production or test equipment.

· Component and system integration/test points.

· Correlate specific RDT&E and production functions with specific buildings in a complex. Use MSIC and NAIC assessments of system components, production flow, manufacturing techniques / processes to develop candidate facility signatures to support correlations.

· Identify potential RDT&E and production elements which would have the most direct impact on the conduct of the war.

· Facilities which might support a production surge to increase operational inventories.

· Facilities supporting high priority weapons modification / development efforts in response to the TMD battle.

The level of RDT&E and production infrastructure within a country depends upon the degree to which indigenous production of TMs is underway. There are five levels of missile production capability:

· Complete dependence on import of assembled ballistic missile systems

· RDT&E and production Infrastructure: Minimal - Focus on missile logistics and off-the-shelve modifications (i.e. extended range Al Hussein), few facilities.

· Assembly of missile systems from semi-knock down kits (major components pre-assembled).

· RDT&E and production infrastructure: Minimal - Final integration and flight test range facil​ities, few facilities.

· Assembly of missile systems from complete-knock down kits (missile shipped in parts with all major components disassembled).

· RDT&E and production Infrastructure: Significant - Component assembly and test facilities, specialized and critical assembly and test equipment, multiple facilities.

· Indigenous production (missile entirely manufactured in country from raw mate​rial and general products within the national economy).

· RDT&E and production Infrastructure: Extensive - Component assembly and test facilities, specialized and critical manufacturing equipment, multiple facilities.

· Indigenous development (missile designed and manufactured from raw material and general products).

· RDT&E and production infrastructure: Comprehensive - Complete design and test capability, component assembly and test facilities, specialized and critical manufacturing equipment, multiple facilities.

Production is characterized by manufacturing functions and processes. The specific facility implementation will vary on a country to country basis. In every country, the following factors will influence the actual facility layout and organization:

· Missile system hardware decomposition.

· Production functions.

· Metal forming and working (rolling, extruding, stamping / pressing, casting, cutting, milling, machining, etc.)

· Metal treating and finishing (heat treating, chemical treating, painting, coating / preparation for storage, etc.)

· Electronics fabrication (board manufacture, soldering, component manufacture, cable / harness manufacture, etc.);

· Production labor craft skills, technicians, engineers and administration and support personnel types.

· Production environments and “fit” to process.

· General industrial (Rolling, welding, etc.).

· Toxic (Chemical treatment, etc.).

· Explosive hazard (Explosive loading, etc.).

· Clean (Precision fabrication, manufacturing, etc.).

· Overall production flow considering time and motion efficiency and common sense. 

· Test areas.

The desired production rate will dictate the degree of parallelism in facilities. For example, in the limit case, a single machine shop could manufacture all the machined parts in the TM system. However, actual production is likely grouped by manufacturing function; part type, size, materials; system component or assembly; or other factors.

Operational Infrastructure. During the employment/sustainment phase. The objectives of operational infrastructure analysis for TMD IPB are:

· Confirm operational status;

· Identify structures, equipment, and functions;

· Track and analyze deployment patterns; and

· Track movement of units and equipment.

The missile garrison and storage areas / depots are the hubs from which operational deployment of units and missile equipment commence. The missile garrison is the peace​time location of the missile force, typically a brigade level unit. The garrison houses the missile units with their associated ground equipment. The missile garrison may also have missile and warhead storage areas. The missile and warhead storage depots are primarily aimed at maintaining the original missile condition and reliability. This is accomplished by controlling the missile’s environment and performing scheduled mainte​nance and operational checks. Peacetime deployment areas are used to maintain alert force operations, and hence reveal characteristic features of the terrain and doctrinal practices, which probably apply to wartime models. In a similar manner, training areas represent good readiness phase TMD IPB targets in order to understand enemy practices regarding the use of terrain and overall threat capabilities. Infrastructure analysis is used to develop a functional evaluation of facilities and/or areas. Critical node analysis of the fixed operational infrastructure is developed using the functional evaluation of each facility and mapping the results for the entire operational infrastructure.

Weapons of Mass Destruction (WMD) Infrastructure Analysis. In the context of TMD IPB, WMD infrastructure analysis is limited to those facilities that support production, test and storage of chemical, biological and nuclear warheads for TMs. This infrastructure represents a subset of the overall WMD infrastructure that may include basic R&D, agent production, weapons development, testing, storage and disposal for other than ballistic missiles. Identification of WMD infrastructure represents a difficult task, which is not a primary function of the TMD IPB effort. Therefore, the TMD IPB must draw information from the national level agencies, which have the primary responsibility for this area. These agencies include DIA, CIA and AFMIC. There are several objectives of WMD infrastructure analysis:

· Location of potential storage locations for WMD warheads and correlate with TMD IPB,

· Determination of primary LOCs and establish NIAs,

· Determination of specific BW/CW agents available for TMs,

· Determination of specific warhead types (Unitary or Sublimation),

· Monitor of operational status of warhead storage facilities, and

· Identification of unique TMD indicators (e.g., unique canisters) associated with WMD.
Theater Missile Command, Control and Communications Infrastructure. Detailed analysis of C3 infrastructure represents a primary function of joint and service information warfare analysis efforts. TMD IPB must draw upon these efforts and focus on the following areas: 

· Identification of communications infrastructure being used to support TM opera​tions, and

· Correlation of the location of C3 infrastructure with other factors of the bat​tlespace (e.g., terrain, fixed infrastructure).
There are five primary sources of data for the TM C3 infrastructure analysis. The first source is NSA. The second is the “Links and Nodes” analysis performed for the Air Force Information Warfare Center under the CONSTANT WEB program. The third source is the MIDB under the appropriate category codes for C3 network data. A fourth source is published intelligence studies. Finally, some C3 related data is also available via TIBS/ TRAP broadcasts.  The following C3 data is vital to the TMD IPB:

· National command centers.

· Location where the TM target list is developed and maintained.

· Brigade command posts.

· Landline communications network.

· Radio or microwave relay network.

· SATCOM nodes.

· Intercepted mobile HF/VHF radio communications.
A C3 overlay needs to be built for use in the area limitation analysis. Because these targets can be anticipated to be high priority information warfare targets, it is vital that the TMD IPB continue to receive updates about the status of these targets throughout a conflict.

Evaluation of the Effects of Other Characteristics of the Battlespace on Missile Operations. As with terrain and weather, the evaluation of the other characteristics of the battlespace is not complete until they are expressed in terms of their effects on enemy missile and friendly TMD COAs. The graphic depictions of each of the other characteristics of the battlespace developed during Step 2 of the IPB provide a template on which to annotate broad COA text assessments. Examples include:

· On the graphic depiction of the enemies operational TM infrastructure, indicate implications for COAs such as:

· “The enemy missile force will require pre-positioned equipment or be dependent on long logistics LOCs to maintain deployed operations.”

· “The enemy has three primary deployment routes from this missile garrison.”

· On the graphic depicting the probable enemy target set, indicate implied missile operations areas to strike:

· The closest target, and

· The 50% target set.
Describe the Battlespace’s Effects on Adversary TM Force Capabilities and Broad COAs. Once the effects of terrain, weather and the other characteristics of the battlespace have been evaluated and defined, they must be combined into an integrated product. For TMD IPB this critical integration step is referred to as area limitation analysis. The end objective of the area limitation analysis is a detailed area limitation product providing graphic overlay of the following:

· Likely missile operations areas delineating:

· C4I.

· Theater Missile Garrisons and Ports.

· Storage Areas / Maintenance / Logistics / Depots.

· Field operating areas or deployment areas.

· Field Launch Areas / Sites.

· Field Support Areas / Sites (functions such as – warhead mating, fueling, and transloading; and terms such as – field operating location, forward support element, forward operating base, and transload site).

· Field Hide Areas / Sites.

· Additional graphical overlays providing correlation with key infrastructure is also desirable:

· Fixed Missile Infrastructure.

· Probable TM target set.

· Communication Network (Landlines, SATCOM, etc.,).

· Road Network.

· Air Defense Coverage Areas.
DETERMINE THREAT COA 

STEP 4: DETERMINE THREAT COA

Identify the full set of TM COAs available to the adversary (Figure F-9), the following considerations should be applied:
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Figure F-9.  TMD COA development and implementation process.

· The COAs the threat’s doctrine believes appropriate to the current situation and the likely objectives. This requires an understanding of the threat’s decision making process as well as an appreciation for how the enemy perceives the current situation.

· The threat COAs which could significantly influence the command’s mission, even if the threat’s doctrine considers them infeasible or “sub-optimum” under current conditions. 

· Consider any indirect or “wildcard” COAs that the enemy is capable of executing. 
· The threat COAs indicated by recent activities and events. To avoid surprise from an unanticipated COA, consider all possible explanations for the threat’s activity in terms of possible COAs.

· Consider asymmetric and asynchronous threats which could to TMD operations.

Each sub-set of COAs should be considered independently to avoid forming biases that restrict the analysis and evaluation.  Once sub-sets have been evaluated separately, they may be combined to eliminate redundancy and minor variations.  The consolidated list can then be compared to threat capabilities identified in Step 3 of the TMD IPB process to eliminate any COAs, which the threat is incapable of executing.

Based on the evaluation of the threat’s capabilities, threat models should be selected that will accomplish the threat’s likely objectives.  The effects of the battlespace described in Step 2 will influence their application as COAs.  Typically terrain, weather, and other characteristics of the battlespace environment “offer” a limited set of COAs, encouraging some while discouraging others.

It is best to start with the general COAs open to the threat, such as “deploy to field”, “maintain combat readiness in the field”, and “multiple missile combat operations.”  Each general COA can be further defined as a set of specific COAs by integrating the threat models from Step 3 with the description of the battlespace’s effects from Step 2.  Factors to consider include:

· The threat’s intent or desired end state.

· Likely attack objectives.

· Effects of the battlespace environment on operations and broad COAs.

· Threat vulnerabilities or shortages in equipment or personnel.

· Current dispositions.

· Location of main and supporting efforts.

· Threat perception of friendly forces.

· Threat efforts to present an ambiguous situation or achieve surprise.                                                                             

TMD TECHNOLOGY

Technologically, adversary TM systems span a spectrum of sophistication that has direct implications for the IPB process.

The most widely deployed adversary TMs today are systems with technolo​gies 

(guidance and control (G&C), liquid-propellant propulsion, and airframe) dating from the 1940s through the 1960s.  Operationally, the SCUD TBMs and SILKWORM ASCMs are representative of this class.  They are manpower and equipment intensive when compared to modern systems.  Currently, the SCUD and SILKWORM class TM systems are the most widely deployed adversary TMs and still continue to be proliferated.

The advanced adversary TM systems are currently deployed in fewer numbers within adversary coun​tries.  Advanced technologies include solid-propellant propulsion, improved G&C with digital flight computers and global positioning system (GPS), improved airframe technol​ogy, and modern ground support equipment (GSE) technologies for reduced reaction times.  These more modern technologies result in improvements in accuracy, lethality and operational support.  Operationally they require significantly less manpower and inte​grate automation in erector-launchers (EL) and other GSE. These improvements result in systems with quick reaction times and a minimum number of support vehicles.  The technology and inherent operational sophistication of advanced adversary TMs is cur​rently being proliferated in larger numbers.

Phases of TMD Operations

U.S. military operations can be broken into five major phases: readiness, deployment, employment, sustainment, and reconstitution.

Readiness Phase.  The readiness phase encompasses normal day-to-day peacetime operations.  This phase offers the highest leverage for TMD IPB preparation.  During this phase, TMD IPB development can draw upon the distributed production assets of the intelligence community.  Within the intelligence structure, national, theater and service organizations have responsibility for key data required for the TMD IPB production.  TMD IPB should be developed over a long period of time to provide as much depth as possible given available intelligence data.

Deployment Phase.  The deployment phase involves assembling and deploying forces and may include initial strikes from outside the theater as well as holding or defensive actions from units already in-theater.  During this phase, TMD IPB plays an important role in TMD deployments, initial planning for TMD attack operations, options for passive defense, and overall Command COA development to mitigate the effects of an adversary’s TMs.  Units assigned TMD IPB responsibilities, either at the joint or component level will acquire as much TMD IPB data as possible prior to deployment.  Links will be established with appropriate national intelligence organizations to provide support to TMD intelligence operations as required.

Employment Phase.  The employment phase encompasses initial combat operations typically conducted to stabilize the theater combat situation prior to sustained and decisive combat operations.  In this phase the TMD IPB will be updated and refined based on observed and anticipated adversary combat operations. It will be used to plan and execute active defense operations, attack operations, and passive defense measures. 

Sustainment Phase.  The sustainment phase involves decisive combat operations to conclude a conflict. In this phase, TMD IPB will be updated based on observed adversary combat operations.  TMD IPB will be used to optimize active defense deployments, TMD attack operations, passive defense, and the Command’s COAs.

Reconstitution Phase.  The reconstitution phase includes closing the campaign with a coordinated withdrawal while maintaining theater integrity.  TMD IPB will again be updated based on observed adversary combat operations and used to establish post-hostilities defensive COAs.
· Again, each broad COA statement can be redefined as a set of specific COAs. For example, a general COA such as “single missile combat operations” might be further defined as a set of specific COAs such as “with SCUD Bs from a specific geographic area using CW warheads … against the enemy command center.”

Additional Considerations. The following additional guidelines should be considered in identifying the full set of COAs available to the threat:

· Account for the effect of friendly dispositions, or the threat’s perception of friendly dispositions, when determining the COAs the threat believes are available.  A technique for accomplishing this is to conduct “reverse IPB.” In other words, replicate the process that the threat is employing to discern friendly COAs.

· Focus on those COAs that will affect accomplishment of the friendly command’s mission.  If there are indications that the threat might adopt a COA that favors accomplishment of the Command’s mission, include it as well. This prepares the Commander to take advantage of opportunities that might arise.

· Identify the full set of COAs available to the threat.  History repeatedly demonstrates that those who predict only one COA are often surprised by the enemy.

Identify Target Nominations (HVTs). After identifying the set of potential adversary COAs and establishing initial collection requirements the final requirement is to identify as many targets as possible for attack operations.  Identifying HVTs revolves around predicting specific points, areas, equipment, and activities which, when observed from estab​lished collection requirements, will reveal TM targets for attack operations assets.

The output for this step is a target nomination list along with an event template and event matrix.  The event template and event matrix should be developed using the same guidelines as those for identification of initial collection requirements, but focusing on HVTs.

The event template and matrix (Figure F-10), once complete, form the basis for target planning for attack operations.  In addition to the event template and matrix, HVT graphic and targeting materials may be required.  In the development of the TMD IPB a number of graphics, textual descriptions, and imagery products are likely to have been produced. Some of these products are also used within target folders. Some targets may not have target folders built or may have only partial target folders.  The graphics, textual descrip​tions, and imagery products produced during the TMD IPB process should be packaged and passed on to the target planners as required.   In the process of build​ing the TMD IPB a more current set of graphics, textual descriptions, and imagery prod​ucts may have been produced.  These would prove valuable to target planners.
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Figure F-10.  Development of the TMD Event Template.

TMD ROLES AND RESPONSIBILITIES 

Due to the various organizational roles and responsibilities of TMD this chart has been added to assist the G2/S2 in determining where RFIs may be quickly acquired during the IPB process (Table F-2).

TMD IPB Organizational Roles and Responsibilities

Organization
Subordinated To
TMD IPB Roles and Responsibilities

National Level

Defense Intelligence Agency (DIA)
NCA
General military intelligence

National Security Agency (NSA)
NCA
SIGINT and ELINT

Central Intelligence Agency (CIA)
NCA
General military intelligence

Central MASINT Office (CMO) 
DIA
MASINT

USAF ACSI
Chief of Staff USAF
General military intelligence on threat TM forces

USA DSCINT
Chief of Staff USA
General military intelligences

USN CNI
Chief of Naval Operations (CNO)
General military intelligence

USMC AC/S C4I
Commandant of the USMC
General military intelligence

Joint Information Operations Center (JIOC)
USSPACECOM
Information Operations

USSPACECOM CIC
USSPACECOM CINC
TBM indications and warnings (I&W)

Missile & Space Intelligence Center (MSIC)
DIA
S&TI on SRBMs and air defense systems

National Air Intelligence Center (NAIC)
USAF 
S&TI on M/IRBMs, Aircraft, and Cruise Missiles

National Ground Intelligence Center (NGIC)
USA DSCINT
S&TI on ground systems, ELs, and GSE

Armed Forces Medical Intelligence Center (AFMIC)
DIA
S&TI on CW/BW

Office of Naval Intelligence (ONI)
CNO
S&TI on SLBMs, Ships, and ASCMs

National Imagery and Mapping Agency (NIMA)
NCA
Overhead intelligence collection & MC&G support

Defense Special Missile and Astronautics Center (DEFSMAC)
DIA
Foreign Missile/Space Activity Indications & Warning (I&W)

Department of State Intelligence (INR)
Secretary of State
General military intelligence

Theater Level

National Military Joint Intelligence Center (NMJIC)
NCA
National level intelligence point of entry for JTF

J-2 & Joint Intelligence Support Element (JISE)
Combatant Command CINC
The CINC’s immediate intelligence staff

JTF J-2 and JISE
JFC
The JFC’s immediate intelligence staff

National Intelligence Support Team (NIST)
JFC and NMJIC
National level augmentation to JTF J-2 & JISE

USAF Theater Intelligence Elements
JFC and AFFOR
USAF theater intelligence elements

USA Theater Intelligence Elements
JFC and ARFOR
USA theater intelligence elements

USN Theater Intelligence Elements
JFC and NAVFOR
USN theater intelligence elements

USMC Theater Intelligence Elements
JFC and MARFOR
USMC theater intelligence elements

Table F‑2. TMD IPB Organizational Roles and Responsibilities
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Air-to-Surface missiles (ASM)


  None


Anti-Radiation Missiles (ARM)


  72 X Russian AS-17a


  12 X Launch Platfrom- Russian FENCER


Antiship Cruise Missiles (ASCM)


  96 X GRAY SSG-N-4


  8 X Launch Paltform- Russian OSA II PGM


Land Attack Cruise missiles (LACM)


  Sea-launched Cruise Missiles (SLCM)


    120 X GRAY SSG-N-2


     2 X Launch Platform -  French Agosta SS


Theater Ballistic Missile (TBM)


  Short Range Missiles (SRBM)


    400 X GRAY SSG-6


     18 X Launch platform - MAZ-543





Types and Order of Battle of TM





Known flight Tests/Training Launches (successes/failures)


      AS-17a ARMs (15/5),  SSG-N-4 ASCMs (35/6)


      SSG-N-2 SLCMs (6/0), and SSG-6 TBMs (22/3)


1980 RED-GRAY War


      6 SSG-6s Used Against Gray Airfields


1988 RED-BLUE War


      2 BLUE Frigates attacked with 8 RED SSG-N-4 ASCMs


      1 Frigate was sunk and the other was severely damaged


1992 RED-GRAY 


      12 AS-17a ARMs were used in three separate attacks


       AS-17a Targets were Russian supplied GRAY SA-2 radars


       46 SSG-6 TBMs were launched against key GRAY airfields


       12 SSG-6 TBMs were launched against key GRAY C4I Nodes


        4 SSG-N-4 ASCMs were launched against a GRAY PGM


SSG-N-2 SLCM has never been used in combat


RED has never used WMD in combat
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Notes:


Reverse range arcs are from the BLUE country border and represent the maximum


potential  deployment areas.


2.  GRAY is currently occupied by RED forces and has to be considered as potential for deployment of RED TM forces.


3.  The potential ARM deployment area includes all airfields capable of supporting Su-24 FENCER operations within the 


shaded area.


4.  RED PGMs are capable of continuous patrols with a max range of 2,000 km at a


 speed  of 25 kph.  This range effectively covers the entire command AO and more. 


Given that the PGMs are not intended for blue water deployments they have not been 


plotted out in this assessment.
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Notes:


1.  Dashed lines represent nominal interceptor coverage


2.  Solid lines represent nominal radar coverage.





TMD Active defense AO and AOI Assessment





� EMBED PBrush  ���








F-26
F-1

[image: image10.png]


[image: image11.png]


_1004269383

_1004271724

_1004272781

_1003391398.doc


COA







Course of Action







TAI







Target Area of Interest







NAI







Named Area of Interest







CA







Combat Assement







TMD Intelligence Preparation of the Battlefield







NAIs







TAIs







COAs







TAIs







Planned Targets







Immediate Targets







Attack







Operations







Active







Defense







Passive







Defense







Commander's







Objectives







Commander







and







Staff







Theater







Level







Intelligence







Preparation







of the







  Battlefield







Define the







  Battlefield







Environment







Define the







   Battlefield







Effects







Evaluate the







   Threat







Determine







   Threat







     COAs











Theater







Missile







Defense







BM/C4I







CA







Commander's







Objectives







COAs







Targeting







Intelligence,







Surveillance, and







Reconnaissance












